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Abstract—Endpoint Detection & Response (EDR) products
detect threats by pattern matching endpoint telemetry against
behavioral rules that describe potentially malicious behavior.
However, EDR can suffer from high false positives that distract
from actual attacks, leading to an “alert fatigue” problem. While
provenance-based alert triage techniques have shown promise,
historical provenance analysis is prohibitively slow when applied
to the stream-based event processing pipelines that dominate
industry today; provenance-based systems may take over a
minute to inspect a single alert, while individual EDR customers
can face tens of millions of alerts per day. At present, these
approaches cannot scale to production environments.

We present Carbon Filter, an automated alert triage mech-
anism that reduces false alerts by upwards of 82% and is
already in use by thousands of Carbon Black EDR customers
today. Our key insight is that the vast majority false alerts are
triggered by programs that share a common initiation context,
and thus the specific false alerts associated with an initiation
context can be identified. However, rather than turning to costly
provenance analysis, we hypothesize that it is sufficient to use
the command line arguments of alert-triggering processes as
the initiation context. Through prioritizing speed for similarity-
preserving hashing, clustering, and search, we demonstrate that
our approach scales to millions of alerts per hour (>5K/sec). In
evaluations customer alert data, we demonstrate that Carbon Fil-
ter can identify 82% of false alerts nearly a 6-fold improvement
in signal-to-noise ratio. Further, when comparing to provenance-
based approaches, we show that Carbon Filter (AUC=0.94) actu-
ally outperforms NoDoze (AUC=0.60) and RapSheet (AUC=0.90)
while reducing analysis time by 5,064x and 26,723x, respectively.

Index Terms—Intrusion detection, Cyber threat intelligence,
Cyber attack

I. INTRODUCTION

Endpoint Detection & Response (EDR)1 products contin-
uously record and store endpoint event activity, enabling
security analysts to detect and hunt for threats [1]. EDRs are a
staple of any enterprise security stack, representing a 3 billion
dollar market [2] within the security product ecosystem. EDR
detections are based on analyzing the event telemetry stream
against potential attacks. AI is not typically relied upon for
this critical task. Instead, EDRs employ a set of detection
queries that were manually written by cyber analysts based
on their review of past incidents or other threat intelligence.
This pattern matching approach is extraordinarily efficient and
scalable in the event data stream paradigm. By annotating

1The “EDR” described and used in this work is actually an eXtended
Detection & Response (XDR) product that supports queries over endpoint
events, authentication events and network events. We use the better-known
EDR term; the EDR/XDR distinction is not relevant to this paper.

queries with MITRE ATT&CK techniques [3], detections are
also explainable, providing much-needed context to analysts.

However, EDRs are also a major contributor to the growing
“alert fatigue” problem – security products are prone to
generating high volumes of alerts. Industry reports observe
that sufficiently-large organizations will face at least tens
of thousands of alerts per day, the majority of which are
false alerts [4], [5], [6]. Among Carbon Black1 customers,
some organizations generate tens of millions of alerts of
alerts per day; in an extreme case, a large customer with
many tens of thousands of endpoints faced 38 million to
82 million alerts each day over a one week period. This
forces analysts to identify attacks from an information stream
where the majority of alerts are low in severity and high in
volume, making it impossible to examine all alerts [7], [8]. The
reasons for poor signal-to-noise ratio are numerous. Notably,
attackers have become adept at leveraging legitimate system
utilities, so-called ”Living-off-the-land” attacks [9], blurring
the boundaries between malicious and benign activity. MITRE
ATT&CK [3] is also populated with misuse of legitimate
programs, such that many attack techniques are difficult or
impossible to distinguish from normal activity [10], [11].

Encouragingly, recent work has begun to recognize auto-
mated alert triage – methods of (de)prioritizing alerts based
on their perceived risk – as an important security task.
Most notably, data provenance analysis has proven effective
at identifying many of the false alerts in an alert stream
[12], [13], [14]. Data Provenance is a general approach to
auditing that captures causal dependencies between entities in
a computing system, with applications to intrusion detection,
threat investigation, and beyond. In the case of alert triage,
provenance-based approaches analyze the historical context
of the process that caused an alert to fire, examining the
suspiciousness of past activity to determine the suspiciousness
of the current execution context. On small evaluation testbeds
(tens to hundreds of machines), provenance-based triage has
been shown to be capable of filtering out 84% [12] to 97% [13]
of false alerts, a tremendous improvement in signal-to-noise
ratio. Unfortunately, provenance-based triage is not nearly
scalable enough for widespread deployment in commercial
EDR products. Because provenance needs to retrieve and
process many historic events for triage, it typically takes tens
of seconds (if not minutes) to analyze a single alert [12], [13].

§Equal contribution.
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Fig. 1: A simplified cloud-based EDR system based on the Carbon Black data collection architecture.

While this is not an intrinsic limitation of provenance analysis
– for example, prior work has observed that provenance can
be analyzed extremely efficiently in a vertex-centric graph
streaming paradigm [15] – achieving such efficiency requires
rearchitecting today’s products, which are deeply entrenched in
tabular and event data stream representations. What is needed
is a technique that approaches the efficacy of provenance-
based triage that is natively compatible with today’s non-
graphical streaming event analysis engines.

Within the Carbon Black EDR/XDR product, we observe
that the vast majority of false alerts are issued by ”well-
formed” processes – programs whose execution has been
automated by the operator, or are otherwise share a common
initiation context across numerous users and organizations.
Further, the well-formed processes that are prone to triggering
false alerts will consistently match against the same detection
queries. While such detections may seem suspicious from the
perspective of an individual endpoint or organization, the sheer
volume of detections seen from the vendor’s perspective pro-
vides strong assurance that they are false alarms. Provenance
analysis would certainly be able to identify these noisey initia-
tion contexts, but is prohibitively costly at present. Instead, we
hypothesize that initiation contexts can be effectively clustered
by examining the command line arguments of processes that
trigger alerts. Because it is already common practice to record
and match against command lines in EDRs [16], this approach
is a candidate for immediate deployment.

We distill these insights into Carbon Filter, a highly scalable
and secure automated alert triage system. Carbon Filter per-
forms similarity-preserving hashing of every process command
line that triggers an alert, then identifies large dense clusters
with nearly-identical command lines. A profile of the alerts as-
sociated with each cluster is then built. To triage alerts, Carbon
Filter hashes the command line of the offending process and
then performs nearest neighbor search of clusters associated
with that alert type. Distance in the embedding space forms
the basis for alert prioritization. To prevent abuse of this
mechanism, Carbon Black continuously monitors clusters for
evidence of evasion and poisoning by profiling additional
features (e.g., process path, username, privilege level) of the
triaged processes and their parents. By prioritizing efficient
analysis, we are able to triage ∼ 5.5K alerts per second on a

single multi-core machine.
Our evaluation is based on hundreds of millions of alerts

generated by Carbon Black customers, including over 10,000
labeled alerts that were verified by professional analysts within
Carbon Black. To validate our hypothesis that command lines
are an effective indicator of initiation context, we first demon-
strate that 102 million customer alerts map to just 763K initia-
tion contexts (134x reduction), which Carbon Filter reduces to
a compact representation of 16K clusters (6259x reduction).
We find that Carbon Filter is able to filter out 82% – 84%
of false alerts while mis-classifying 0% – 0.1% of malicious
alerts, resulting in a 6-fold improvement in the signal-to-noise
ratio of the alert stream. Further, in a comparison to the
NoDoze [17] and RapSheet [13] systems on a public dataset,
we find that Carbon Filter actually outperforms provenance-
based triage (0.94 AUC compared to 0.6 and 0.9 AUC,
respectively) while enjoying up to a 26,723x speed boost. By
acting as an efficient prefilter that removes the majority of
false alerts, we demonstrate a synergistic relationship between
Carbon Filter and costlier provenance-based triage techniques.
Carbon Filter is already deployed in Carbon Black products
to help customers triage threats.

The key contributions of this paper are as follows:

• Triage millions of alerts per hour. We demonstrate a
scalable method of automated alert triage through granular
clustering of command lines.

• Global-scale Evaluation. We demonstrate the efficacy of
our approach on a global snapshot of Carbon Black cus-
tomer data comprised of hundreds of millions of alerts.

• Open Evaluation Comparing to Prior Work. We replicate
our results on the open-source ATLASv2 dataset, compar-
ing our approach to the NoDoze [12] and RapSheet [13]
provenance-based triage techniques. We will release our
scores for the ATLASv2 alerts upon publication.

The rest of this paper is organized as follows. Section II
gives an overview of EDR architectures and the limitations
of current alert management strategies. Section III presents
the design and implementation of Carbon Filter. Section IV
evaluates the performance of Carbon Filter. We provide ad-
ditional commentary on related work in Section V, discuss
future directions in Section VI, and conclude in Section VII.
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II. BACKGROUND & MOTIVATION

A. Endpoint Detection and Response

Endpoint Detection and Response (EDR) products contin-
uously monitor and record the event and network telemetry
on end-user devices to detect and promptly respond to cyber
threats. Expert-defined behavioural rules are applied to this
event telemetry to generate alerts. Cyber analysts can then
investigate alerts by querying the underlying event stream to
verify attacks and craft appropriate responses. Analysts can
also threat hunt by directly querying the event stream.

A high level overview of a cloud-based (i.e., SaaS) EDR
is given in Figure 1, based on the architecture of the Carbon
Black EDR. It is structured such that the front-end interface is
accessible to customers through APIs, while the complexities
of the backend remain invisible to end-users. We go over the
individual components of the architecture in detail below.

Endpoint sensors are deployed on target machines, where
generate a continuous stream of event telemetry. The sensors
may also perform additional monitoring, such as scanning new
executable content on the endpoint (i.e., antivirus), but this is
not the focus of our work. The event streams generated by
the sensors are passed to the device control service, where
specific device-based configurations are applied to the event
stream. After being authenticated, the updated event stream,
augmented with device-specific metadata, is transmitted to the
backend infrastructure in a binary compressed format.

The event stream proceeds to the Unified Data Stream
(UDS), which serves as the data processing platform at the
backend. From the UDS, the event stream is sent over to
the Dynamic Rule Engine (DRE). The DRE, referred to as
the ”backend brain”, is responsible for applying state-of-the-
art expert-defined behavioral rules to the event telemetry. The
DRE is responsible for comparing the event stream to deployed
behavioral rules, making throughput of paramount importance.
The Carbon Black DRE processes trillions of events per
second.

Detection queries, i.e., behavioral rules, are founded on the
concept of ”state changes” as described in MITRE ATT&CK
[3]. This enhances the resilience of the system to evasion
tactics as compared to rules based on procedural descriptions
of actions. For instance, technique T1037.004 [18] establishes
persistence by modifying RC scripts referenced during UNIX
startup. The behavioral EDR rule is defined as follows:

IF File-modified(/etc/rc.d, /etc/init.d,
/etc/rc.local)
AND Is-Platform(Linux, macOS)

THEN FIRE

Irrespective of the method employed to acquire the nec-
essary privileges for this state change, any events involving
alterations to these files trigger alerts. The DRE also incor-
porates various event and alert enrichment techniques into the
event telemetry, such as process reputation lookups, static alert
filtering, and static alert grouping.

Following the application of behavioral rules and alert
enrichment techniques, the resultant security alerts are stored
within the Carbon Black Cloud (SHC) and transmitted to the
alert and sensor telemetry services at the front-end. If a known
malicious process is identified on the endpoint, alert services
notify the endpoint sensor to terminate the process. Moreover,
analysts operating at the front-end of the infrastructure can
utilize Elastic Search to query and retrieve specific alert or
telemetry data for further analysis.

B. Limitations of Prior Approaches

It is common practice for EDRs to employs event and
alert enrichment techniques in order to enhance alert metadata
and mitigate false alerts. Widely practiced strategies include
process reputation lookups, and static alert filtering, and static
alert grouping. Additionally, we discuss data provenance and
causality-based approaches for alert triage [12], [13], [14].

Process Reputation Lookups - EDR products assess the
reputation of a running process, considering factors such as
the reputation of the process’s primary executable and its
parent process. Typically, process reputation lookups rely on
a repository of known processes and malware signatures.
This methodology may identify known attack signatures but
struggles with more sophisticated threats.

Static Alert Filtering - Due to high alert volume, EDR
products incorporate predefined rules to filter out false alerts.
EDR products may modify and adjust existing behavioral rules
or introduce new filtering rules based on the ongoing alert
generation patterns. This approach is often reduces to “turning
off” high volume detection queries. Static alert filtering can
reduce the volume of false alerts. It is especially necessary
in organizations with an under-provisioned security teams.
However, it also introduces the risk of missed detections.

Static Alert Grouping - EDR and SIEM products have
long offered alert correlation and clustering features based
on “static” grouping across alert and event attributes, such
as originating hosts, usernames, alert types, or severity levels.
In some cases, alert grouping can serve effectively as a triage
technique by allowing analysts to consider the cluster of alerts
as a whole rather than individual detections.

Provenance-based Approaches - Provenance-based strate-
gies delve into the historical causal relationships between
processes [12], [13], [14]. Provenance can triage EDR alerts
by examining the causal relationships that caused the alert-
triggering process to execute, but retrieving these historical
events can be costly. While these approaches have shown
promise in small evaluation testbeds, their scalability in
commercial EDR systems remains a significant challenge.
Systems like Kairos [19] represent a notable advancement
in processing speed. When processing events in 15 minute
batches, the authors observe an effective throughput of 11k
events per second. However, Kairos is a detection mechanism,
not an automated triage solution for EDR. The performance
of Kairos’ as compared to commercial event streams, which
may process trillions of events per second, remains unclear.
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Fig. 2: Carbon Filter’s training, inference, and monitoring phases.

III. CARBON FILTER METHODOLOGY

A. Threat Model & Assumptions

This work considers an enterprise security challenge from
the global perspective afforded a security software vendor. We
assume the presence of a cloud-based EDR product like the
one described in Section II. This including endpoint sensors
installed on customer machines that collect and transmit
event telemetry, as well as a distributed rule-based detection
architecture. However, the EDR emits a high volume alerts of
which many are false alarms, taxing the resources of individual
clients’ Security Operations Centers (SOC’s) and creating the
risk of a true alert going unnoticed or uninvestigated.

Like other work in this space (e.g., [17], [13]), we assume
that the distributed EDR architecture is not compromised. EDR
evasion is an important consideration (e.g., [20]), but is outside
the scope of this work. Similarly, we do not consider attacks
on log integrity [21], [22], [23], [24]. However, we do consider
the possibility that the attacker will attempt to abuse the
automated alert triage system in order for legitimate detections
to go unnoticed. Most notably, we assume that the adversary
is capable of launching living-off-the-land attacks that cause
legitimate programs to engage in malicious activities, and that
the attacker is able to achieve this without causing a change
to the programs’ command line arguments.

B. Design Goals
We set out to design an automated alert triage system that

satisfies the following requirements.
1) Highly Scalable. Carbon Black sensors running on cus-

tomer endpoints can generate tens of millions of alerts per
day, a volume that far exceeds the capacity of prior triage
approaches in the literature. Our solution must be able to
support massive streams of alerts during both training phase
and inference (triage) phase.

2) Effective with Limited Labeled Data. Scarcity of labeled
data is a major challenge for the cybersecurity industry,
especially when leveraging machine learning [25]. While
it is possible to have SOC analysts manually triage alerts
for labeled validation data, this is a labor intensive task
that does not scale. Our solution must therefore effectively
filter out false alerts from the alert stream with access to
only limited labeled samples.

3) Resilient to Class Imbalance The majority of the activity
that happens on endpoints is legitimate and benign, with
attacks occurring very rarely. This creates the conditions for
high false alert rates that lead to alert fatigue, a problem that
spans across the majority of organizations in the security
industry [26]. In addition, this also leads to the potential
for bias in ML models trained on alert data. Our solution
must be able to effectively differentiate false alerts from
malicious alerts in spite of this class imbalance.
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Command Line TLSH
Label T1 Dist T2 Dist T3 Dist

"C:\Windows\System32\rundll32.exe" shwebsvc.dll, AddNetPlaceRunDll T1 0 371 380

"C:\WINDOWS\System32\WindowsPowerShell\v1.0\ powershell.exe" ((New-Object
System.Net.WebClient).OpenRead(‘https:\\www.google.com’)).CanRead T2 371 0 23

"C:\WINDOWS\System32\WindowsPowerShell\v1.0\ powershell.exe" ((New-Object
System.Net.WebClient) .OpenRead(‘https:\\www.microsoft.com’)).CanRead T3 380 23 0

TABLE I: Examples of command lines and the TLSH distances between those command lines.

C. Overview

An overview of the Carbon Filter architecture is shown in
Figure 2. As an alert enrichment mechanism, Carbon Filter
interposes on Unified Data Stream (UDS) presented as part
of the exemplar EDR (Figure 1), denoted in the figure by the
“Input alerts stream” and the output “Enriched alerts stream.”
The key components of Carbon Filter are as follows:

Training Phase (§III-D) - During a training phase, his-
toric alerts are collected from the S3 [27] data storage.
The command line for the process that triggered the alert
are pre-processed and vectorized using a computationally-
efficient similarity-preserving hash (TLSH) [28]. The HAC-T
clustering algorithm [29], which is optimized for fast search,
then identifies clusters. Once clusters are identified, baseline
statistics of 28 security features are extracted from each cluster.

Inference Phase (§III-E) - During the inference phase, Car-
bon Filter leverages Apache Flink [30] as a scalable streaming
framework. The real-time alerts are transferred to the Flink
pipeline from UDS via AWS Kinesis [31] streams in the form
of Protobuf objects [32]. The alerts are pre-processed, TLSH
is computed for their command lines and the Approximate
Neareast Neighbor (ANN) Service is queried to identify the
cluster ID for the alert. Once the cluster ID is determined, the
enriched alert is sent via a post request to the Scoring Service
which returns the score for both the clustered and unclustered
alerts. The enriched protobuf objects are then transferred back
to the UDS Kinesis stream.

Monitoring Phase (§III-F) - To prevent evasion attempts
and adapt to changes in attack patterns over time, the Carbon
Filter cluster model is continuously reviewed by internal
analysts at Carbon Black. We have also introduced a feedback
mechanism in the Carbon Black EDR interface to receive tips
from customers on missclassified alerts.

D. Training Phase

1) Extracting Process Initiators: We observe that the vast
majority of false alerts are issued by ”well-formed” processes
– programs whose execution has been automated by the
operator, or are otherwise share a common initiation context
across numerous users and organizations. Further, well-formed
processes consistently trigger the same alerts because their be-
havior consistently matches the same detection queries. Prove-
nance analysis is capable of expressing initiation contexts – for
example, the lineage of system entities that caused a processes’
execution – but is prohibitively costly. Instead, we predict

that a processes’ command line arguments 2 can be used
to extract a process’s initiation context. Intuitively, command
line arguments inform the behaviors of the program execu-
tion, and at times will directly map to causal dependencies
found in a provenance graph. For example, the command line
vim paper.tex will result in the provenance dependency
paper.tex− read → vim. Further, living-off-the-land attacks
will require the attacker to manipulate a process so that the
command line is identical to legitimate activity and the process
behavior has changed. We detect such attacks by examining
the process behavior across a spectrum of behaviors. However,
command lines have the advantage of being on hand in the
EDR alert, as opposed to requiring the retrieval of historic
events.

At the same time, analysis of command lines presents
challenges. A naı̈ve approach would be to group command
lines that are perfect matches for one another, but this fails to
account for how various sources of nondeterminism can affect
semantically-equivalent process command lines. For example,
a logging procedure may reference a timestamped output file
on each execution, or a process accessing/generating cached
data may specify a randomized path value. In order to identify
commonality between distinct command lines in a generic and
scalable way, we turn to similarity-preserving hashing. Popular
similarity digests include Ssdeep [33], Sdhash [34], LZJD
[35], TLSH[28], etc.. We rule out a number of candidates that
may not be fast enough keep pace with the alert stream of
a commercial EDR (e.g., [36], [37]). Further, as command
lines are much shorter than other digest targets, we must also
consider support for small input lengths. Ssdeep and Sdhash
are excluded for this reason; with minimum input lengths of
4096 bytes and 512 bytes, respectively.

We ultimately choose TLSH for its high throughput and
support for smaller inputs. TLSH has also been shown to be
effective in related security tasks [29]. Before computing the
TLSH of a command line, we perform minimal preprocessing
to remove known sources of non-determinism. Specifically, we
use regular expressions to identify globally unique identifiers
(GUIDs), timestamps, and cryptographic hashes, then replace
them with constant strings of the same length.

An example of TLSH on process command lines is given
in Table I. Three example command lines are shown; as the
actual TLSH hash is more than 70 characters long, we replace

2There are multiple possible initiators for a process. The most common
initiator is the command line which started the process. Other common
initiators include a user a user clicking an icon on the desktop, process
creation from within another process and scheduled tasks. We construct a
‘prox’ command line for these initiators.
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the digests with labels T1, T2 and T3. T1 is known to be a
suspicious command based on feedback from expert analysts.
In contrast, T2 and T3 are legitimate use command lines that
vary in URL. It can also be seen that the command lines
for T2 and T3 are very similar to each other, while T1 is
quite different. This observation is confirmed by comparing the
distance between TLSH digests, where the distance between
command lines T2 and T3 (23) is an order of magnitude less
than their respective distances from T1 (371 and 380).

We experimented with implementing the TLSH distance
function [38] using both the Numba [39] and Cython [40]
packages. We chose to make use of a Numba-based imple-
mentation because it achieved a 2x speed up compared to the
Cython-based implementation.

2) Clustering Process Initiators: Having established a
mechanism for measuring distance between process initiators,
we now seek to cluster similar initiators for alert-triggering
processes. While clustering is an extremely common task,
our requirements differ meaningfully from other applications.
While other clustering models are used for best-effort iden-
tification of class labels, anticipating variance between class
instances, the goal of our clusters will be to admit instances
that are syntactically near-identical to prior instances. This is
because it is far safer for a process initiator to fall outside of
all clusters – and therefore be considered as an actual alert –
then to force it into a cluster, thereby risking the pruning of
a true alert. In other words, we seek to define a model that
defines extremely low entropy clusters, even at the expense
of many samples falling outside of all clusters. The need for
low entropy applies not only to the command line digests
themselves, but also other security attributes associated with
the alert, for reasons that will become clear in Section III-F.

An additional advantage of defining a clustering model
is improving scalability during the inference phase. During
inference, we need to compare new process initiators to our
training set to identify known false alert sources. A naı̈ve
approach would compare a new process initiator to hundreds
of thousands of raw TLSH values in our training set. This
number of comparisons is very expensive given expected alert
volumes. A clustering model allows us to dramatically reduce
the number of comparisons required.

While a variety of clustering algorithms would be effective
for this task (e.g., DBSCAN [41]), we choose the Hierarchical
Agglomerative Clustering (HAC-T) algorithm [29] using the
TLSH distance function. The output of HAC-T clustering is a
list of cluster centroids (in the form of a TLSH), the radius of
the cluster and number of points that belong to each cluster.
HAC-T stops growing a cluster when the radius of the cluster
is greater than a distance threshold parameter (CDist).

The optimal value for CDist is a trade-off between the
number of clusters and the homogeneity within each cluster.
Our extreme performance requirements heavily incentivize us
to define a clustering model that contains a smaller number of
clusters, as this will reduce the number of distance compar-
isons required in the inference phase. At the same time, our
security requirements demand that clusters be homogeneous

(low entropy) to minimize the likelihood that a truly malicious
alert is identified as noise. We explore this tradeoff and identify
an optimal CDist threshold through analysis of a global
snapshot of Carbon Black alert data in Section IV.

E. Inference Phase

In the Inference Phase, we first calculate the TLSH digest of
the new alert-triggering process’ command line before search-
ing the clustering model. The search function will calculate
the distance between the new digest and the nearest cluster
that is associated for triggering alerts of the same type. If the
distance falls within CDist of the cluster, the new alert is a
candidate for identification as noise.

At time of writing, Carbon Black customers trigger an
average of 921 alerts per second (σ = 396); there are also
bursts in which alerts per second spikes above 10k. This
underscores the need for a scalable approach to compare the
alert stream to our clustering model in real time. We therefore
choose make use of an Approximate Nearest Neighbor search
algorithm function that supports the specification of custom
distance functions (TLSH). ANN methods typically make use
of either tree-based data structures (e.g., ANNOY [42]) or
neighborhood graphs (e.g., HNSW [43], NN-Descent [44]).
We are largely agnostic to this distinction, choosing instead to
consider approaches that perform best for recall and search
in in benchmarking [45], which includes NN-Descent[44],
NGT[46] and HNSWlib[43].

We select the NN-Descent (PyNNDescent[47]) for its strong
recall, scalability, and flexible ease of use. NN-Descent for
example constructs a nearest neighbor graph and then performs
search for approximate nearest neighbors. This graph is built
by connecting each data point to k-most similar points from the
cluster centroid dataset. It act as an index structure over which
we perform breadth-first search and only keeping the best k-
points at any points in the traversal. NN-Descent will reduce
per-alert inference time in our production system, improving
centroid look-up speed from linear time to logarithmic. It also
improves the modularity of our architecture; for example, if
we choose at some time in the future to replace TLSH vector-
ization with a neural-network based embedding function, we
can do so while leaving the overall architecture intact.

F. Monitoring Phase

Carbon Filter introduces an automated alert triage system
to the EDR that allows the possibility of alerts to be pruned
without analyst review. This creates a new attack vector in
which an adversary might attempt to perform malicious acts
via a well-formed process that falls within one of our clusters.
There are two possible scenarios where this might occur. The
first is active manipulation – an attacker crafts a command
line process initiator such that a semantically-unlike process
behavior is steered into a cluster, or simply relabels malware
to match the name of a clustered program. The second is
that an attacker is able to make malicious use of a clustered
well-formed process without manipulating the command line.
We address the first concern by profiling additional security
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features associated with a cluster. We address the second
concern by tracking contaminated clusters.

1) Profiling Additional Security Features: When a cluster is
identified during cluster training, we also construct a profile of
28 additional security features of the alerts that fall within the
cluster. We track the MITRE ATT&CK Tactics and Technique
annotations attached to the alert. We also track numerous
features of the alert-triggering process and its parent, including
executable path, reputation, username, privilege level, integrity
level, and digital signature publisher. Finally, we include other
statistical features of the alert-triggering process as number of
network connections, registry modifications, file modifications
and module loads. Like the command line itself, we expect that
all of these features will exhibit extremely low entropy among
well-formed tasks that fall within a cluster.

During the inference phase, we perform outlier analysis
over these features. We test the categorical features against a
singular (or a small set of values) within the cluster profile to
establish consistency. Similarly, we test the numerical features
against the respective bounds of the cluster profile. If these
features vary from the expected values we interpret this as an
indicator of attack, causing the alert to be passed to analysts
with a high priority score. Thus, an alert will only by classified
as a false alert when all the security features are consistent
with the baseline defined by the alert’s associated cluster.

2) Tracking Contaminated Clusters: On the other hand, it
may be possible for an attacker to make illegitimate use of a
well-formed process cluster. This is especially true as attack
patterns change over time, causing a ”known” false alert to
suddenly become a true alert. Moreover, an attack technique
that occurs with high enough frequency may even warrant the
formation of its own cluster should it be admitted into our
training data. In both cases, it is necessary to continuously
monitor the correctness of clusters for evidence of contami-
nation, a true alert falling within a known cluster.

In addition to continuous review by our own internal expert
analysts, we have introduced an explicit feedback mechanism
for customers to signal that an alert has been misclassified.
If a malicious alert is found to be present in a cluster, it is
immediately marked as contaminated at which point all future
alerts that fall within the cluster proceed to the analyst. While
this introduces a “manual” step into our automated triage
pipeline, the required human efforts differ from the status
quo approach by orders of magnitude. Previously, individual
customers were wasting dozens of hours of analyst time
per week investigating false alarms [6], [48]. Under Carbon
Filter, the limited manual effort required has been redistributed
primarily to internal teams within Carbon Black. Rather than
inspecting millions of individual alerts, these analysts instead
monitor the composition of thousands of clusters. Further, if
a customer assists in identifying a misclassification, it is a
one-time effort that immediately benefits all other customers.

G. Security Analysis

We now provide a holistic argument for Carbon Filter’s se-
curity. We limit our consideration to the unique attack surface

presented by Carbon Filter. We do not address underlying
issues, such as EDR False Negatives or tampering, which
are important but outside the scope of this work. Specifically,
we will demonstrate that Carbon Filter does not increase the
likelihood that a threat goes unnoticed or uninvestigated by
enumerating all possible outcomes for a single malicious alert.

Case 1: No Matched Cluster. If a malicious alert passes
through Carbon Filter without matching a cluster, it is passed
to the analyst just like before.

Case 2: Matched Cluster, Wrong Process/Alert. If the ma-
licious alert falls within CDist of a cluster, but the cluster is
associated with a different process name or a different alert
type, Carbon Filter still passes the alert to the analyst.

Case 3: Matched Cluster, Wrong Security Features. If the
malicious alert falls within CDist of a cluster that matches
the process name and alert type, it must also fall within the
acceptable range for 28 additional security features in order
to be classified as a false alert. The features include the
location of the executable, username, privilege level, publisher
signature, behavioral features for both the alert-triggering
process and its parent. Thus, an attacker that renames malware
to match a cluster’s well-formed process’ name, or runs an
unsigned copy of malware at the trusted process’ path location,
will be trivially detected. An attacker that runs a well-formed
process from the wrong account or at the wrong privilege level
will be detected. An attacker that invokes the well-formed
process in a way that changes the statistical behavioral features
of the process or its parent will be detected. This places
extraordinary restrictions on the attacker’s ability to abuse the
triage mechanism.

Case 4: Matched Cluster, Matched Security Features. In
extraordinary cases, it may be possible for an attacker to match
a well-formed process cluster, its name and alert type, and
fall within acceptable range for all other security features.
For example, a critical zero-day vulnerability for remote code
execution could be discovered for a well-formed process.
However, not only will this case be infrequent, but the attacker
is still constrained only to the ATT&CK techniques (alerts)
that were associated with the benign behavior of the well-
formed process. The alert that, without Carbon Filter, would
be triggered hundreds or thousands of times per day by the
benign process and thus would be “tuned out”, unlikely to
provide significant insight into the presence of the attack. If
the attacker uses the exploit to engage in more aggressive
malicious activity, it will no longer match the cluster’s features
/ techniques and will be immediately passed to the analyst.
Further, as internal analysts are continuously monitoring alert
samples from the clusters, or as customer feedback or other
threat intelligence becomes available, the cluster will be
marked as contaminated and future exploits will not be filtered.

The above arguments are predicated on Carbon Filter’s
ability to build a clustering model of extremely low-entropy
process initiator clusters that admit only benign well-formed
process activities. Higher variance in clusters may increase
the risk that malicious activity could be admitted and pruned
without human review. In Section IV, we evaluate Carbon
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Filter’s ability to achieve secure clustering.

IV. EVALUATION

We now set out to evaluate the performance and efficacy of
Carbon Filter, specifically considering the following questions:
RQ1 What is the optimal parameterization of Carbon Filter’s

clustering algorithm?
RQ2 Does Carbon Filter’s clustering model reduce the num-

ber of process initiator comparisons required for triage?
RQ3 How effectively can Carbon Filter perform triage alerts?
RQ4 Can Carbon Filter scale to the alert volumes of a

commercial EDR environment?
RQ5 How does the efficacy and performance of Carbon Filter

compare to provenance-based triage techniques?
Unless otherwise noted, all experiments were conducted on

an AWS hosted EC2 machine with Intel(R) Xeon(R) Platinum
8175M CPU @ 2.50GHz, L1d cache: 32K, L1i cache: 32K,
L2 cache: 1024K, and L3 cache: 33792K.

A. Experimental Data

We make use of the following data.
Unlabeled Alerts Dataset: We train our primary clustering

model on a full month of unlabeled customer data comprised
of ∼ 102 million alerts, To do obtain alert data with ground
truth labels for evaluation purposes, we enlisted the help of
two expert analyst groups with Carbon Black.

TAO Dataset: Carbon Black’s Threat Analysis Org (TAO)
creates and maintains the detection rules for the Carbon Black
EDR. Over a 3 month period, we collected 7, 193 alerts
from the alert stream and asked TAO to label them. Due to
the high class imbalance between malicious and false alerts,
randomly sampling the alert stream would not have yielded a
sufficient number of true alerts. To address this challenge, we
instead adopted a greedy approach to collect alert feedback.
We leveraged TAO team’s domain knowledge to identify rules
that rarely triggered but had a higher probability of identifying
malicious activity. We then sampled half of the alerts from
this set and the other half randomly from the alert stream.
To minimize human error, we had each alert reviewed by
multiple TAO analysts and removed alerts that had conflicting
annotations. 74 of the 7, 193 alerts were labeled malicious.

MDR Dataset: Carbon Black’s Managed Detection and
Response (MDR) team actively triages alerts for customers and
works with them to prevent security attacks. Unlike TAO, we
did not ask MDR for labels specifically for this project; instead
we passively collected investigation outcomes for 2, 822 alerts,
of which 88 were designated malicious. Here, we did not need
to implement a greedy sampling approach as the MDR analysts
only review customer alerts above a specified threat score.

ATLASv2 Dataset: Because the above is proprietary and
cannot be released, we also make use of a publicly available
dataset. The ATLAS Attack Engagements, Version 2 (AT-
LASv2) dataset [49] represents an enriched version of the
ATLAS engagement initially conducted by Alsaheel et al [50].
The ATLASv2 dataset features an enhanced methodology that
includes an four-day period of naturalistic benign background

Fig. 3: Relationship of CDist with the number of clusters and
average entropy across behavioral features.

activity, a one-day attack period in which benign activities
continue to occur, and the integration of additional telemetry
sources, notably an EDR sensor. In total, this dataset consists
of 491 alerts, among which 50 are categorized as malicious
alerts. We generated Carbon Filter cluster labels for the
ATLASv2 dataset and will release them upon publication.

1) Bias Correction: The feedback on alerts from the TAO
team and MDR analysts predominantly skewed towards the
malicious class due to the nature of their work. As a result,
their distributions do not accurately reflect the broader pop-
ulation of alerts, potentially biasing our results. To mitigate
this, we perform bias correction to more closely represent the
distribution of alert classes within the general population. We
duplicated specific alerts in the MDR and TAO datasets in
proportion to their real-world occurrence rates, as illustrated
in Table II. Following bias-correction, the representation of
malicious alerts significantly decreased to 0.15% and 1.2% for
TAO and MDR data, respectively, from the original labels of
1.4% and 3.1%. We use the bias-corrected datasets throughout
the remainder of the evaluation.

Before Bias-Correction After Bias-Correction
Malicious False Malicious False

TAO 32 2,218 108 71,156
MDR 88 2,734 1,003 81,294

TABLE II: Alert distribution for the TAO and MDR datasets
before and after performing bias correction.

B. Parametrization Experiments (RQ1)

To obtain the optimal value of for our cluster distance
threshold, CDist, we randomly sampled 5 million alerts from
the unlabeled alerts dataset. We then test various values in
the range 30 – 70 in increments of 5, following best practices
established in prior work [28]. Testing each value, we compute
the number of resulting clusters. The number of clusters to
decrease as CDist increases; concomitantly, as larger clusters
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CDist
Feature Name 30 35 40 45 50 55 60 65 70
Path 0.072 0.079 0.084 0.089 0.095 0.087 0.088 0.095 0.099
Reputation 0.101 0.113 0.124 0.132 0.136 0.138 0.144 0.156 0.159
Username 0.271 0.304 0.333 0.358 0.385 0.375 0.368 0.388 0.408
Privilege 0.016 0.017 0.02 0.02 0.023 0.021 0.023 0.028 0.03
Integrity 0.03 0.031 0.035 0.035 0.041 0.042 0.045 0.052 0.056
Signer 0.008 0.011 0.013 0.013 0.012 0.011 0.013 0.013 0.016
Parent Path 0.091 0.107 0.123 0.139 0.151 0.146 0.151 0.158 0.173
Parent Reputation 0.117 0.126 0.139 0.142 0.151 0.151 0.157 0.166 0.175
Parent Username 0.212 0.25 0.276 0.314 0.337 0.324 0.316 0.328 0.342
Parent Privilege 0.052 0.052 0.055 0.054 0.058 0.062 0.065 0.065 0.067
Parent Integrity 0.065 0.067 0.07 0.071 0.075 0.079 0.082 0.083 0.086
Parent Signer 0.009 0.012 0.014 0.014 0.014 0.013 0.015 0.015 0.017

TABLE III: Relationship between CDist threshold and entropy values of
various security features in the cluster profile.

Fig. 4: Reduction in state complexity with
Carbon Filter.

(a) TAO (b) MDR

Fig. 5: Triage results for the TAO and MDR datasets. The lefthand diagram shows the makeup of the entire test sample, with
alerts pruned by Carbon Filter shaded in green. The righthand diagram shows the makeup of the pruned alerts only.

get formed, the entropy of the cluster also increases. We
use Shannon’s entropy [51] to measure the homogeneity for
the clusters across the various security features in the cluster
profile. We use feature scaling [52] to normalize the entropy
values and then calculate the mean across all features and
profiles for each CDist value. We also use feature scaling to
normalize the number of clusters, such that both values are in
range [0,1].

Table III reports the normalized entropy values for various
security features under different CDist thresholds. We ob-
serve a similar pattern in the homogeneity of the numerical
security features such as the number of network connections.
Figure 3 reports the relationship between CDist, scaled num-
ber of clusters, and normalized entropy across all profiles and
features. We can see that higher CDist values decreased the
homogeneity of the cluster, undermining our security goal. At
the same time, higher CDist values also decrease the number
of clusters, improving search performance. We determined
that a CDist value between 45 to 50 would help us to
minimize cluster count while ensuring cluster homogeneity
on our data. The remainder of our evaluation reports results
for CDist = 50.

C. Clustering Experiments (RQ2)

Because the ability to succinctly model process initiators
informs both the security and scalability of Carbon Filter, we
now consider reduction efficacy of our clustering model. We
train Carbon Filter on the unlabeled customer dataset of ∼ 102
million alerts with threshold CDist = 50. The resulting 16K

clusters account for ∼101 million (99.1%) of the alerts in our
dataset, leaving only 499,946 (0.9%) as unclustered alerts as
outliers.

To measure Carbon Filter’s clustering efficacy, we consider
the complexity of the representation state at each stage of the
analysis pipeline. A visual summary of the reduction of the
alert stream can be found in Figure 4. The ∼ 102 million
alerts were comprised of 33 million unique command lines
(3X reduction). These command lines produce 736K digests
when passed through TLSH (139X reduction). The HAC-
T clustering algorithm reduces this representation to 16,299
cluster centroids (6259X reduction). This reduction is not only
essential to the scalability of our end-to-end system, but also
highlights the limitations of a supervised learning approach.
OVer multiple months of prolonged effort we were able to
generate a dataset of ∼10K labeled samples, but that sample
set represents only a small fraction of what we are capable of
representing with 16K clusters in an unsupervised model.

D. Triage Experiments (RQ3)

We now discuss the results of Carbon Filter’s scoring model.
For this experiment we train a separate cluster model using
the initial 67% of the TAO dataset, using the remaining 33%
of TAO and the complete MDR data as our test set. We
specifically set out to determine if out automated alert triage
mechanism met 2 key requirements: (1) can Carbon Filter
improve the signal-to-noise ratio of EDR alerts by reducing
False Positives (erroneously alerting on benign activities)?;
and (2) given the potentially catastrophic consequences of a
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Recall Query Latency
Linear Search ANN Linear Search Singlecore ANN Multicore ANN

Index Size (IS) 16K 100K 16K 100K 16K 100K 16K 100K 16K 100K

K
-N

ei
gh

bo
rs 1 1 1 0.96 0.96 1.01s 10.42s 0.67s 3.37s 0.09s 0.38s

3 1 1 0.97 0.96 1.01s 10.42s 1.10s 3.79s 0.10s 0.44s
5 1 1 0.97 0.96 1.01s 10.42s 1.00s 5.00s 0.10s 0.56s

TABLE IV: Recall and Query Latency for Carbon Filter for batches of 500 alerts under different configurations for Cluster
Index Size, K-Neighbors, and Single/Multicore. Linear Search query latency is provided as a baseline.

Alert Latency Max Supported Factor of High Load
(in ms) Alerts per Sec (1,706 alerts per sec)

IS 16K 100K 16K 100K 16K 100K
0.18 0.76 5,566 1,317 3.2x 0.7x

TABLE V: Query Latency in Alerts Per Second (Batched
Query Latency / 500) for Carbon Filter’s ANN multicore
search with K=1 Neighbors as compared to expected high load
volumes in Carbon Black EDR of 1,706 alerts per second.

missed detection, does Carbon Filter minimize False negatives
(incorrectly dismissing a genuine threat)? Put another way, is
Carbon Filter able to improve precision without meaningfully
impacting recall?

The results for the TAO and the MDR datasets are shown in
Figure 5. The left circle summarizes the contents of the entire
test set for TAO (Fig. 5a) and MDR (Fig. 5a). The grey region
denotes the proportion of alerts that were pruned by Carbon
Filter, the orange region unpruned false alerts, and the green
region true alerts. The right circles summarizes the contents
of the pruned alert data, with blue indicating the suppression
of false alerts and red indicating the suppression of true alerts.

We find that Carbon Filter is able to suppress upwards
of 82% of false alerts while pruning 0% True Alerts in the
TAO dataset and 0.1% True Alerts in the MDR dataset. This
translates to a 5.6x improvement in Signal-to-Noise ratio in
both datasets. In the MDR dataset, but not the TAO dataset,
Carbon Filter prunes 58 true alerts; while a small number, this
actually translates to a 5.7% reduction in recall. Following the
experiment, we approached the MDR team for feedback and
found that the misclassified malicious alerts fell into two cases.
For some, the suspiciousness of the alert was “borderline” and
a second analyst simply disagreed investigation outcome. For
others, the alerts related to a security policy violation that
had been performed by a benign process; most commonly, a
legitimate software update routine had temporarily disabled
the Data Execution Prevention policy, causing an alert to fire.
No misclassified alerts were attributable to outright malicious
activity.

E. Scalability Experiments (RQ4)

Carbon Filter’s scalability depends on its throughput –
the ability to triage alerts in real-time – highlighting the
importance of our search algorithm’s performance. To evaluate
this, we draw an additional test sample of unlabeled customer
data comprised of ∼ 198 million monthly customer alerts that
reduces to ∼ 983K unique TLSH’s. We match thee TLSH’s
against our primary model of ∼ 16K clusters described in
§IV-C.

We evaluate performance along two axes, query speed and
recall. Recall differs in definition than from the previous
section; here, we refer to the fraction of relevant retrieved
results against all relevant database entries:

Recall =
Number of relevant results found

Total relevant results in the database
(1)

We also manipulate search index size (16K vs. 100K) K-
Neighbors count (1,3, or 5) and single versus multi core (1
vs. 16), All queries are issues in batches of 500 alerts. Speed
for a Linear Search is reported as a comparison baseline.

The results are reported in Table IV. Multi-core searches
were up to 10× faster than single-core and 100× faster than
linear searches, with minimal recall differences between index
sizes of 16K and 100K. Search times increased approximately
fourfold when scaling the index from 16K to 100K. This dif-
ference underscores the importance of a parsimonious cluster
model to the overall throughput of the architecture.

Let us now consider whether the observed thoughput meets
the demands of Carbon Black’s operational load. Carbon
Black’s EDR averages µ = 921 alerts per second with standard
deviation σ = 396, giving a 95% confidence interval of [137,
1706]. Let 1706 alerts per second be an expected high load that
Carbon Filter must regularly keep pace with. Our query latency
results reported in terms of alerts per second in Table V.
With Carbon Filter’s current 16K index size, it is capable of
process ∼ 5, 566 alerts per second, withstanding 3.2 times
our current expected high load. Further, even if clustering
model’s complexity increases by an order of magnitude to
100K, Carbon Filter’s current implementation supports 0.7
times our expected high load size on a single EC2 instance.
Should the need arise, this ground that could be made up by
redeploying Carbon Filter on a better provisioned machine.

F. Comparison to Provenance Baselines (RQ5)

As the state-of-the-art in automated alert triage is based on
provenance analysis, we now compare Carbon Filter to two
provenance-based approaches that were designed explicitly to
triage EDR alerts: NoDoze [12] and RapSheet [13].

1) Experimental Setup: As both systems were closed-
source, we re-implemented the published algorithms in consul-
tation with the original authors, These original systems used
a fully offline model that processed a full dataset at once. To
provide a realistic deployment scenario, we implement the sys-
tems as event-driven mechanisms that are invoked each time
a new alert arrives. Our NoDoze implementation populates an
Event Frequency Database during a training period based on
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Processing Latency (seconds)
System Single Alert All Alerts

Carbon Filter (Linear) 0.002 0.99
NoDoze 10.2 (5,064X) 5024.2 (5,064X)

RapSheet 53.9 (26,723X) 26503.60 (26,723X)

Carbon→NoDoze – 1780.000 (1,798X)
Carbon→RapSheet – 9392.500 (9,486X)

TABLE VI: Query Latency comparison of Carbon Filter to
provenance-based triage approaches. The bottom two rows
demonstrate that applying Carbon Filter before provenance can
improve provenance analysis speeds.

formula (1) in the original paper, assigns scores to each edge in
the backtrace of an alert, then aggregates the scores according
to formulae (2) and (3) [12]. Our RapSheet implementation
performs a backtrace on each alert, creates an alert graph by
collapsing vertices in the backtrace that are not associated with
an alert, then assigns a score according to formulae (1) and
(2) in [13]. The following experiments were conducted on
the ATLASv2 dataset [53], with NoDoze trained using benign
data from Day 1 to Day 4. All systems were tested on Day
5, which includes a mix of benign and attack activity. We
reviewed our results with the authors of the prior works and
have incorporated their comments into our remarks.

2) Provenance Query Latency: We begin by comparing
the query latency of Carbon Filter to provenance-based ap-
proaches. We compare these systems to Carbon Filter’s linear
search instead of our optimized ANN search function. The
query latency for each system is given in Table VI. Carbon
Filter is 5,064 times faster than NoDoze and 26,723 times
faster than RapSheet. In the final two rows we consider the
potential speed-up of applying Carbon Filter as a pre-filtering
pass to remove easy-to-triage alerts before employing costly
provenance analysis. This reduces the total analysis cost of
NoDoze and RapSheet to 1,798x and 9,486x, respectively, sug-
gesting the potential for synergy between the two approaches.

While these results accurately reflect the latency of these
systems as they originally appeared, it is worth noting that
the NoDoze authors went on to expose a speed/memory
tradeoff for provenance-based alert triage [54]. In this work,
the NoDoze algorithm was able process 80% of individual
alerts in a second or less, and a set of 140 alerts in un-
der two minutes (∼1.16 alerts/sec). This was made possible
through the presence of a 300 MB memory cache for re-
taining alert-related and/or recent events, representing a per-
endpoint average memory footprint of ∼1.5 MB. This work
demonstrates that provenance analysis may be far closer to
feasibility than our own experiments might otherwise suggest.
However, Carbon Filter’s alert throughput (5,566 alerts/sec) is
still three orders of magnitude faster than optimized NoDoze
(1 alerts/sec), without the additional memory costs. Using a
truly streaming graph analysis architecture for alert triage, akin
to the CamQuery framework [15], it may be possible to further
reduce the latency of provenance-based approaches.

3) Provenance Triage Efficacy: We compare the triage
efficacy of the systems by examining the continuum of clas-
sification performance on a traditional ROC curve, depicted

Fig. 6: ROC curve comparison of Carbon Filter with
provenance-based approaches on the ATLASv2 dataset.

in Figure 6. Each point for NoDoze and RapSheet reflects
TPR/FPR performance for an anomaly score threshold as
described in their respective papers, while each point for
Carbon Filter reflects a threshold at which distance from the
nearest well-formed process cluster is flagged as anomalous.
Carbon Filter achieves an an Area Under Curve (AUC) of
0.94, while RapSheet achieves 0.9 and NoDoze 0.6.

The poor performance of NoDoze observed here is in part
due to the differences between system call logs and EDR
telemetry. In the system call auditing configuration commonly
used in the literature, every read and write is associated
with a new audit event, improving precision but ballooning the
size of the log. By counting event frequency over these logs,
NoDoze’s edge rarity scores effectively reflect the volume
of data flow within the system. In contrast, EDR telemetry
does not log individual read and write file events, instead
only logging a single file modification event. This flattens the
distribution of event frequencies – now extremely common
data flows score similarly to anomalous data flows – impairing
NoDoze’s ability to effectively triage alerts. This helps to
explain the discrepancy in our results, but also suggests that
NoDoze is not suitable for most EDR telemetry.

While we predicted Carbon Filter to outperform RapSheet
in terms of query latency, we were surprised to see it meet or
exceed RapSheet in triage efficacy. While the 0.04 difference
in AUC between Carbon Filter and Rapsheet may not be
significant, Carbon Filter critically achieves TPR of nearly
0.9 at an FPR of 0. That said, while we are encouraged
by Carbon Filter’s triage performance, we are less confident
in the generality of this result. A key property of RapSheet
is its ability to identify causal dependencies between alerts,
which is not possible with Carbon Filter. It remains likely
that the incorporation of past and present event context (via
provenance) will allow for subtler distinctions between mali-
cious and benign activity in challenging triage scenarios. The
ATLASv2 dataset, which includes just two endpoints and a
handful of attack behaviors, may not have provided sufficient
opportunity for RapSheet to showcase this capability. Thus,
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rather than overemphasize an incremental improvement in
AUC, we instead conclude that Carbon Filter can triage the
majority of alerts just as effectively as provenance but with
orders of magnitude less procesing latency.

V. RELATED WORK

Carbon Black is not alone in an attempting to mitigate the
alert fatigue problem in commercial products. Splunk’s Risk
Based Alerting (RBA) is a correlation-based feature that also
attempts to improve signal-to-noise ratio [55]. Noisey alerts
and notables are first correlated into an index based on match-
ing attributes, such as username or endpoint, then prioritized
based on analyst-defined weights associated with different risk
factors. Microsoft Defender’s GraphWeaver performs cross-
customer correlation of alerts to identify incidents [56]. Like
Splunk RBA, the connectivity between alerts is correlational,
based on matching attributes, which here are indicated by
edge relationships in a global alert graph. Like Carbon Filter,
GraphWeaver supports XDR and features a human-in-the-loop
for monitoring and maintenance. While all of these systems
are operationally deployed, Carbon Filter is distinct from
other commercial systems in that it can affectively triage
individual alerts. This makes Carbon Filter synergistic with
correlation-based alert prioritization, denoising the inputs to
these pipelines, similar to our demonstration of Carbon Filter’s
synergy with provenance-based approaches.

Provenance-based systems that explicitly consider auto-
mated alert correlation and triage are less common than related
tasks such as attack reconstruction [57], [58], [59], [60], [61],
[62], [54], [63], [64], [65], [66], [67], [68], [69], [70], [71],
[72], [73], [74], [75], [76] and threat detection [77], [78],
[79], [80], [81], [82], [83], [84], [14], [85], [86], [87], [88].
A comprehensive treatment of these areas can be found in the
recent systematization of the provenance literature [89].

Provenance-based alert correlation and triage techniques
examine causal relationships to establish dependencies among
alerts, which can then be prioritized through scoring functions.
Early work in this space traced kernel-level audit logs to enrich
IDS alerts with causal information and improve the correlation
of alerts [90], [91]. HOLMES employs EDR-like matching
logic on rules that define coarse-grained adversary tactics (i.e.,
match system entities by type only), adjusting for the high
volume of false alerts that follow by using a training period to
create a baseline of expected false alerts [92]. Carbon Filter
provides a more sophisticated approach to false alert baselin-
ing that can generalize across many devices/organizations
and supports fine-grained detection rules. To our knowledge,
NoDoze [12] and RapSheet [13] are the only provenance-
based systems designed explicitly for commercial EDR triage.
NoDoze employs a network diffusion algorithm to rank alerts
and reducing false alarms by 84%, although we show its
performance to decline in the absence of finer-grained system
call logs. RapSheet identifies causal links between alerts and
then generates an anomaly score based on the alert graph’s
temporal adherence to MITRE ATT&CK Tactics.

While provenance-based systems improve the signal-to-
noise ratio of EDR alert streams, scalability and efficiency re-
main key challenges for deployment. A key factor in this slow
down is that provenance-aware systems are often designed
for a reactive or postmortem deployment model, needing to
iteratively retrieve events ancestor-by-ancestor to reconstruct
attacks. This latency is often masked by paging entire datasets
into memory, which reduces query latencies by an order of
magnitude or more (e.g., [73]), but this solution cannot scale to
commercial systems. Hassan et al.’s Swift [93] finds a middle
ground by introducing anomaly-based hierarchical storage to
audit logs, increasing the likelihood that log events likely to
be queried are retained in fast memory. Other systems like
CamQuery [15] and Kairos [19] perform edge- or vertex-
centric graph streaming analysis to avoid retrieval of historic
data. While exhibiting a dramatic improvement on smaller
testbeds, these systems have not been tested in large-scale
environments, nor have they been demonstrated to be effective
at automated alert triage.

VI. DISCUSSION & FUTURE WORK

Inspired by the success of recent automated alert triage
systems, we present Carbon Filter, an alert triage solution
that is compatible with the ubiquitous stream-based event
analysis pipelines of today’s EDR architectures. Using tens
of thousands of Carbon Black alerts labeled by professional
analysts, we demonstrate that Carbon Filter is able to prune the
vast majority of false alarms (∼82%) while minimally pruning
malicious alerts (<0.1%). Further, in an open comparison to
provenance-based approaches on public data, we find that
Carbon Filter meets or exceeds triage performance while
improving alert throughput and response latency by 4 to 5
orders of magnitude. Below, we consider some of the broader
implications of our findings.

A. The Ongoing Issue of Alert Fatigue.
Carbon Filter is not a panacea to the issue of alert fatigue.

While improving these signal-to-noise ratio of the Carbon
Black alert stream by a factor of 5.6, false alerts still out-
numbered true alerts in our test sets – just 0.9% and 6.8% of
the pruned alert stream were truly malicious, up from 0.2%
and 1.2% for the TAO and MDR datasets, respectively. The
remaining unsuppressed noise in the alert stream will still need
to be managed using traditional techniques. Further, there are
classes of sophisticated attacks, such as supply-chain attacks,
that Carbon Filter may struggle to classify. This is emblematic
of a broader issue detecting such attacks in EDR, as the
adversary is able to distributed malicious signed code with
high reputation scores that appears to be from a trusted vendor.
We mitigate this threat through continuously monitoring well-
formed clusters for evidence of contamination, ensuring that
Carbon Filter does not broaden the EDR’s susceptibility to
these attacks.

B. The Viability of Provenance-based Triage.
We do not find evidence that current provenance-based

mechanisms can outperform the triage efficacy of Carbon
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Filter when evaluating on available public datasets. However,
we suspect that future iterations of provenance-based triage
may prove more effective than Carbon Filter, especially if
evaluated against more complex threat scenarios. Provenance
analysis mirrors the investigation procedures of professional
analysts, and it simply stands to reason that examining past
and present context provides more information than exam-
ining present context only. Provenance is particularly suited
for complex, multi-stage, and nuanced attacks. For example,
provenance is able to identify causal links between multiple
alerts (e.g., [13]), where our approach handles each alert in
isolation. Instead, we argue that costlier provenance-based
analysis should be deployed only when strictly necessary,
after lighter-weight mechanisms such as Carbon Filter have
already identified and removed the majority of false alerts.
We document the potential cost reduction of this hybrid
approach in our experiments, where the processing latency of
RapSheet is reduced by an order of magnitude. Unfortunately,
due to the limitations of available public data, we saw no
discernible improvement in triage efficacy when combining
these techniques.

Finally, we also stress that provenance analysis is a multi-
faceted tool, of which automated alert triage is only a single
facet. Even within the scope of endpoint security, provenance
can also be brought to bear through the development of orthog-
onal methods of (anomaly-based) threat detection and through
accelerating time-to-insight by automating threat investigation
tasks. Our findings should not be interpreted as a general
critique of provenance-based methodologies.

C. The Restrained Use of Machine Learning.

Carbon Filter’ design exemplifies the philosophy “simpler
is better.” We chose similarity-preserving digests over word
embedding algorithms (e.g., Doc2Vec) because the latter rely
heavily on vector calculations that would either have increased
inference latency or required the introduction of specialized
hardware. An additional benefit of this approach is explainabil-
ity – it is extremely easy to invert Carbon Filter’ classification
decisions back into the latent command line data space, re-
moving the possibility that security-critical recommendations
are opaque. However, while our digest algorithm (TLSH) is
computationally efficient, it has limitations, such as operating
in only 132 dimensions with limited cardinality for each fea-
ture. Likewise, our HAC-T/ANN clustering approach assigns
a single centroid to each cluster, which may not accurately
represent the entire cluster.

As discussed above, Carbon Filter left a considerable vol-
ume of unsuppressed false alerts “on the table.” In addition
to provenance-based approaches, it is also worth considering
in future work whether more sophisticated machine learning
methods might improve on these results. Like provenance,
more complex ML could justify its cost by excelling in
complex triage scenarios, especially if employed in a hybrid
approach as we call for above.

Regardless, as we consider the use of alternate machine
learning models in future work, we must stress the unsuitability

of supervised machine learning for the automated alert triage
task. Alert triage should continue to be constructed as an
unsupervised learning problem, similar to other anomaly-based
intrusion detection tasks. To truly work effectively, supervised
learning approaches would need to source an extraordinary
volume of alert data with (trustworthy) ground truth labels.
Even within Carbon Black, a global leader in the EDR/XDR
market, such resources do not exist. Further, if evaluated on
a smaller scale with limited public data, supervised learning
approaches will be more likely to produce a misleadingly
positive result that fails to generalize. In contrast, unsupervised
learning is a more conservative approach that assumes less
about the true distribution of the alert population, making
small scale evaluation results more trustworthy. Unsupervised
learning also has the added benefit of generalizing to previ-
ously unseen attack behaviors such as zero-day exploits or new
living-off-the-land attacks.

VII. CONCLUSION

Automated EDR alert triage techniques must scale to sup-
port the volume of alerts generated by commercial EDR sys-
tems. We introduce Carbon Filter, a system performs scalable
and effective triage by modeling the command line process
initiators of alert-triggering process. Carbon Filter improves
the Signal-to-Noise ratio of EDR/XDR alert streams by nearly
six-fold while supporting throughputs of 5,666 alerts per
second – over 20 million per hour. Carbon Filter is already
deployed in the Carbon Black EDR/XDR and is in active
use by thousands of customers, demonstrating its real-world
efficacy at alert classification.

AVAILABILITY

Carbon Filter is now integrated into Carbon Black Enter-
prise EDR and XDR as the “Anomaly Classification” feature,34

which annotates fired alerts with an indicator of whether
they are Anomalous or Not Anomalous alongside the alert’s
prevalence across all organizations and within the target
organization. Users are able to provide direct feedback on
these alerts to assist in further refining the model. Currently,
anomaly classification is active on over 450 detection rules,
including Carbon Black’s highest-confidence threat indicators.

Unfortunately, we are unable to release our code or models.
To facilitate comparison to future research, we have released
the anomaly scores for all alerts in the ATLASv2 dataset.
These scores are derived from our global model of Carbon
Black customer activity at the time the experiments were
conducted. These results can be found alongside the original
dataset at https://bitbucket.org/sts- lab/atlasv2. As our
prototype is built on open source tools, our core methodology
can be replicated by interested researchers. TLSH and HAC-
T are available at https://github.com/trendmicro/tlsh and
PyNNDescent is available at https://github.com/lmcinnes/py
nndescent.

3https://techdocs.broadcom.com/us/en/carbon-black/cloud/carbon-black
-cloud/index/cbc-user-guide-tile.html

4https://www.youtube.com/watch?v=SOEPPn944nA
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