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In the beginning of times..
• Telnet

• r* services (rlogin, rsh)

• Weak (or no) authentication

• Communication in the clear



Enter SSH/SSL

• Provided the cryptographic elements to build a 
tunnel for confidential data transport with checked 
integrity



However..

• SSH/SSL authentication based on asymmetric 
cryptography

• Diffie-Hellman key exchange subject to MITM 
attack.



Should I be worried about MitM?
• Recent trends increase MitM vulnerability

• Other hosts on a wireless can spoof ARP/DNS. 

(e.g., ARPIFrame worm) 

• Access points/home routers may be poorly administered 
or have known vulnerabilities. 

(e.g.,  “Pharming” attacks)  

• These attacks are automated & profit driven



Obtaining Authentic Public Keys
Two standard approaches to handling MitM attacks: 

• Public Key Infrastructure (e.g., Verisign certs)

• Trust on first use (TOFU) mechanism 



Trust-on-first-use Authentication

1) Assume no adversary on first connection, 
cache key

2) If key changes*, panic! 

Seems insecure, why use it?
• Unlike PKI, it’s simple & cheap.

• No manual work when adding a server, just plug-and-play.

*SSH keys do change legitimately



Goals of this paper

- Significantly improve attack resistance for Tofu

- Keep simple SSH-style deployment model.



Key observation for SSH

With Tofu, clients face a security decision: 

• When first connecting to a server.  

• Any time a key mismatch is detected.

But Tofu gives little/no helpful information!



Key observation for SSL
• Difficult for users to 

validate new/changed 
keys with self-signed 
certs. 

• Frequent spurious 
warnings “train” users to 
ignore ALL warnings

Perspectives provides additional 
data to distinguish between an 
attack and a spurious warning. 
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Spatial Resistance
Multiple vantage points to circumvent localized attackers 
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Temporal Resistance  
Key history raises alarm even if all paths are compromised.
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Key history raises alarm even if all paths are compromised.
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Key history raises alarm even if all paths are compromised.
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Not bullet-proof, but significantly 

more attack resistant than Tofu.
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Perspectives Design

• Who runs these network notaries?

• How do notaries probe servers?

• How do clients use notary data to accept or reject a 
key? 



Who runs notary servers?
• A “community deployment” with universities, ISPs, or 

hosting providers volunteering to host a single notary.
• Public traceroute & looking-glass servers
• Academic network testbeds like PlanetLab and RON. 

• Design assumes notaries are only “semi-trusted”.

• Clients regularly download “notary list” to bootstrap. 
[notary ip, notary public key]
[notary ip, notary public key]

……
[notary ip, notary public key]



How do notaries monitor keys? 

HTTPS SSH

HTTPS
www.shop.com:443

www.cs.cmu.edu:443

…..

www.secure.net:443

SSH
shell.foo.com:22

login.bar.net:22

…..

host1.cmu.edu:22

Notary Database

Probing Modules

 Probing modules mimic client.

 Notary regularly (e.g. daily) 

probes each service listed in 

database and updates its info.



Notary Database Records
Service-id: www.shop.com:443

Key: 32:AC:21:5D:DE:43:73:E9:3A:EE:90:BC:17:C4:8F:36 

Timespan: Start: Jan 9th, 2008  - 3:00 pm  

End: Apr. 23rd, 2008 – 8:00 am

Key: F3:76:00:EC:D0:8E:DB:20:BC:2B:E0:06:60:24:C4:9F  

Timespan: Start: Apr, 23th 2008  - 3:00 pm 

End: Jun 27, 2008 – 8:00 am

Signature

HTTPS
www.shop.com:443

www.cs.cmu.edu:443

…..

www.secure.net:443

Created with Notary’s private key



Compromised notaries?
Data redundancy

• Each notary acts as a shadow server for several other 
notaries. 

• A shadow server stores an immutable record of each 
observation made by another notary. 

• Whenever a client receives a query reply from a notary, 
it can also check and compare reply history with one or 
more of that notary’s shadow servers



Client Policies to accept/reject a 
key.

• Test spatial and temporal “consistency”.

• Many possible approaches to policies:

• Manual (power users)
or

• Automatic (normal users)



Manual Key Policies: Power Users

Give sophisticated users more detailed info than Tofu.

• 6/6 notaries have consistently seen the offered key from 
this service over the past 200 days. 

• 4/6 notaries currently see a different key!

• All notaries have seen the offered key for the past 8 
hours, but previously all consistently saw key Y!



Automated Key Policies: Normal Users
quorum: minimum notary agreement needed to 
consider a key valid. 

Notary #1 Notary #2 Notary #3 Notary #4 Notary #5

KA KA KB KA

If offered key is KA: 

KA

if Q <= 80% then Accept

else then Reject



Automated Key Policies: Normal Users

Notary #1 Notary #2 Notary #3 Notary #4 Notary #5

KA KA KB KA

Quorum must be a fraction of the total number of 
queried notaries, not responses received.  

KA

Adversary on client link can selectively drop notary replies.  



Automated Key Policies: Normal Users
• Define “quorum duration” : given quorum threshold,

the length of time a particular key has held quorum.



Automated Key Policies: Normal Users
• Define “quorum duration” : given quorum threshold,

the length of time a particular key has held quorum.

Notary #1
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Example Threshold:  Quorum = 0.75    Duration = 2 days
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Key Policies: Normal Users
• Define “quorum duration” : given quorum threshold,

the length of time a particular key has held quorum.

Notary #1
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Notary #2 Notary #3 Notary #4 Notary #5

Example Threshold:  Quorum = 0.75    Duration = 3 days
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Reject Key!



Security vs. Availability
• Fundamental network authentication trade-off: 

Clients gain security at the cost of availability (i.e., rejecting a key 
and disconnecting). 

• quorum/quorum duration” encode this trade-off:
• Higher quorum threshold is more secure: 

=> but client is more likely to reject valid key due to notary 
compromise or failure.

• Higher quorum duration threshold is more secure:

=> but client rejects valid servers with new keys.



Contrast with PKI

• Perspectives allows each client to individually make a 
security vs. availability trade-off.

• In contrast a traditional PKI applies a single criteria for 
all clients.



Security Analysis



Discussion Questions
• Contributions?

• Do you think something like this can be deployed currently?

• Limitations?

• Thoughts on scalability? 

• Thoughts on notaries impacting user privacy? They are still ‘semi-trusted’
• Factor in proxies, DNS?

• If you really care about privacy, why not choose the PKI path (it’s worth the 
hassle!)


