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Choose one of your project choices and prepare the 
following: 

• Abstract

• Background

• Related Work

Format:  LaTeX Two Column ACM

Submission: Email me (include [cs598] in subject line)

* Note: Extremely reductive taxonomy presented on this slide
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• One (maybe two) paragraphs

• The “Elevator Pitch” of your paper, should cover:

1. Area

2. Problem

3. Solution

4. Methodology

5. Results

6. Takeaway 
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1. Be smart and conduct a literature survey so that 
you can understand the space before committing to 
a research direction.

2. Easiest part of the paper to write. Once they’re 
‘locked in’ there is no need to change them, so it’s 
best to get them out of the way.
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• What knowledge does a reviewer need to possess 
before they can evaluate your work?

• Concept-driven, not paper-driven

• Specifications, RFCs, Schematics, Workflows

• Citation Density: Low - Medium

• Examples:
• AccessPrint -> HW Descriptions, Mechanical Imperfections, HW Fingerprints

• (Special Agent) Johnny -> Extensive P25 Overview

• USBFILTER -> USB Architecture Overview, Real World Deployment and 
Ubiquity, In-the-Wild Attacks
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• Goals:

• Demonstrate understanding of area

• Distill prior work into easily understood taxonomy

• Identify gaps in the literature, differentiate your idea

• Appease your reviewers by citing their work

• Citation Density: High

• Requirement for your submission: 30 citations

• Quantity != Quality, but it’s a start
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• USBFILTER -> “Modern operating systems implicitly approve all 
interfaces on any device that has been physically attached to the host. 
Due to this, a wide range of attacks have been built on USB including 
malware and data exfiltration on removable storage [15, 34, 46], 
tampered device firmware [27, 7], and unauthorized devices [1].”

• Do You Hear…? -> “Hardware based fingerprinting approaches rely 
on some static source of idiosyncrasies. It has been shown that network 
devices tends to have constant clock skews [53] and researchers have been 
able to exploit these clock skews to distinguish devices through TCP and 
ICMP timestamps [46]. However, clock skew rate is highly dependent on 
the experimental environment [67]. Researchers have also extensively 
looked at fingerprinting the unique transient characteristics of radio 
transmitters (also known as RF fingerprinting). RF fingerprinting has been 
shown as a means of enhancing wireless authentication [49, 55]. “
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• Cap off citation dumps with commentary that 
differentiates your work or identifies gaps in literature:

• Boxed Out -> “Our work is an improvement over the state of 
the art because we can reliably detect simboxed calls using features 
inherent to simboxing at the time of the call, thus making simboxing 
unprofitable.”

• Mo(bile) Money -> “… prior work does not investigate the 
security guarantees and the severe consequences of smart phone 
application compromise in branchless banking systems.”
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Pacemakers and Implantable Cardiac 
Defibrillators: Software Radio Attacks and 
Zero-Power Defenses

D. Halperin, T.S. Heydt-Benjamin, B. Ransford, S.S. Clark, B. 
Defend, W. Morgan, K. Fu, T. Kohno, and W.H. Maisel
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• Physical access is… messy.

• Wireless access: Medical Implant 
Communication (MICS) radio band, 
telemetry data broadcasts

• *Extremely* Resource Constrained, 
non-rechargeable battery needs to 
remain charged for O(years).

• Sensors and actuators directly 
inform and/or issue life-or-death 
medical treatments.

Commercial Software radio Software radio Primary
programmer eavesdropper programmer risk

Determine whether patient has an ICD 4 4 4 Privacy
Determine what kind of ICD patient has 4 4 4 Privacy
Determine ID (serial #) of ICD 4 4 4 Privacy
Obtain private telemetry data from ICD 4 4 4 Privacy
Obtain private information about patient history 4 4 4 Privacy
Determine identity (name, etc.) of patient 4 4 4 Privacy
Change device settings 4 4 Integrity
Change or disable therapies 4 4 Integrity
Deliver command shock 4 4 Integrity

TABLE I
RESULTS OF EXPERIMENTAL ATTACKS. A CHECK MARK INDICATES A SUCCESSFUL IN VITRO ATTACK.

goal of understanding and addressing the potential security
risks of ICDs before future ICDs and other IMDs become
more complex and the potential security and privacy risks to
patients increase. However, we also firmly believe in disclosing
this information in an ethical manner that fully considers the
well-being of patients. We specifically and purposefully omit
details that would allow someone to use this article as a guide
for creating attacks against ICDs.

Paper organization. Section II gives a brief introduction
to ICDs, describes the security model we consider in this
work, and summarizes related work. Section III discusses
the process of intercepting and reverse-engineering an ICD’s
wireless communications, beginning with RF signal analysis
and culminating in readable plaintext. Section IV discusses
replay attacks that compromise device integrity by changing
stored information or therapy settings. Section V extends the
discussion of zero-power defenses into the realm of device
design. Finally, Section VI offers concluding remarks.

II. BACKGROUND, MODEL, AND RELATED WORK

This section summarizes the characteristics and medical
usage of a modern implantable cardioverter defibrillator. It also
introduces some of the equipment we used in our analyses.
Following this introduction, we construct a security model that
classifies potential adversaries in terms of their capabilities.
Finally, we summarize previous research that motivates and
informs the methods and results of this work.

A. Implantable Cardioverter Defibrillators (ICDs)

An implantable cardioverter defibrillator (ICD) is a device
that monitors and responds to heart activity. ICDs have modes
for pacing, wherein the device periodically sends a small
electrical stimulus to the heart, and for defibrillation, wherein
the device sends a larger shock to restore normal heart rhythm.
A physician surgically implants the ICD below the patient’s
clavicle and close to the skin (Fig. 1). The physician also
implants electrical leads that connect the ICD to the heart
muscle. Post-surgery, a health care practitioner can use an
external programmer to perform diagnostics, read and write
private data, and adjust therapy settings. A malfunctioning or
maliciously configured ICD could harm a patient in multiple

Fig. 1. Chest xray image of an implanted ICD (top right, near shoulder,
solid outline) and electrical leads connected to heart chambers (center of rib
cage, dotted outline).

ways, including by inaction (failure to deliver treatment when
necessary) or by extraneous action such as a command shock
when the heart is beating normally.

Magnetic switch. Inside the ICD is a magnetic switch.
A magnetic field in proximity to this switch causes it to
close, which in turn causes the ICD to wirelessly transmit
telemetry data, including electrocardiogram (EKG) readings.
(We discovered, however, that we can activate transmission of
telemetry on our ICD solely with an RF command and without
the presence of a magnet; see Section IV.) In a clinical setting,
the magnetic field comes from a magnet in the programming
head, which is the component of the programmer that is placed
in proximity to a patient’s implanted ICD. At the surface of
one programming head we measured this magnet at 700 gauss.

Wireless communications. Our ICD wirelessly communicates
with the external programmer using the 175 kHz band, which
is intended for short-range communications. Newer ICDs
can communicate at both the 175 kHz frequency and in

This paper, copyright the IEEE, will appear in the proceedings of the 2008 IEEE Symposium on Security and Privacy. 3
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• Black Box Methodology:

1. RE Layer 1 bits w/ oscilloscope

2. Eavesdrop on protocol with                                        
software-defined radio

3. Did not perform full RE of protocol, just gripped for cribs

• Results:
• No transport secrecy: eavesdropping revealed patient PII (e.g., 

name, DOB, medical ID)

• Household magnet prompts broadcast of telemetry data (e.g., 
heart rate), confirmed with chosen plaintext attack.

Fig. 2. Equipment used in our experiments. At top is a 4 GSa/s oscilloscope.
At bottom, from left to right, are: our eavesdropping antenna, an ICD, our
transmitting antenna (mounted on cardboard), and a USRP with a BasicTX
card attached.

III. INTERCEPTING ICD COMMUNICATIONS

We combined several reverse-engineering and eavesdrop-
ping techniques to intercept, understand, and extract infor-
mation from the communications between our ICD and a
commercial programmer. Our results show that wireless trans-
missions disclose private data.

We used two hardware tools to intercept the radio frequency
(RF) signals emitted by the ICD and the programmer: a record-
ing oscilloscope and a Universal Software Radio Peripheral
(USRP) [5]. The oscilloscope is standard lab equipment; the
USRP is a programmable device that interacts with open-
source GNU Radio [30] libraries on a host PC. Section III-D1
describes the equipment in more detail and Fig. 2 shows a
picture.

A. Reverse-Engineering Transmissions

We began by capturing RF transmissions around 175 kHz.
Using an oscilloscope, we were trivially able to identify trans-
missions from our ICD and the commercial ICD programmer.
We saved traces from both the oscilloscope and the USRP. We
processed these RF traces in software (using Matlab and the
GNU Radio toolchain) to recover symbols, then bits. Finally,
by analyzing these bits we discovered key aspects of the ICD’s
protocols and the data that it and the programmer transmit.

The physical layer. Before we could analyze protocols at the
application layer, we needed to determine the data bits that
corresponded to the raw electromagnetic signals in the traces
we obtained with the oscilloscope and USRP. For complete-
ness, Section III-D2 discusses radio terminology and describes
the process of extracting bits from RF traces. We determined
that the ICD and the programmer share an encoding scheme
but use different modulation schemes. Fig. 3 shows segments
of the transmissions we examined.

Transmissions from the programmer. In reverse-engineering
the programmer’s transmissions, we had an advantage: a
serial connection between the programmer device and the
programming head carries the raw bits to be transmitted. By
tapping this serial connection we were able to obtain these bits
for comparison with the encoded and modulated RF signals
output by the programmer’s radio.

Through spectral analysis of the programmer’s RF trans-
missions, we determined that it uses binary frequency shift
keying (2-FSK) as its modulation scheme. We confirmed this
by demodulating bits from the RF trace and comparing the
results to the raw bits we collected on the serial line; we
found them to be identical. We also determined via standard
techniques that the length of a single symbol transmitted by
the programmer is 14 cycles of the center frequency, making
the symbol rate 12.5 kBd (i.e., 12 500 symbols per second).

Transmissions from the ICD. Reverse-engineering the ICD’s
transmissions was more difficult because we did not have
access to a wire carrying raw bits. However, we knew that
the ICD transmits certain stored information, so we inserted
information in the ICD using the programmer (by, for ex-
ample, setting the patient name to a string of ‘A’s). We
analyzed the RF signal to identify phase shift-keyed bits and,
using our cribbed patient name, learned that the ICD uses a
modulation scheme known as differential binary phase shift
keying (DBPSK). We also determined that the symbol length
of ICD transmissions is two cycles of the carrier wave, making
the symbol rate 87.5 kBd.

Decoding. When we attempted to decode the demodulated
symbols, we looked for the cribs (known plaintexts) we had
inserted. We observed that transmissions from both ICD and
programmer are encoded under Non-Return-to-Zero Inverted
(NRZI) with bit stuffing. Section III-D2 explains this encoding
scheme and Fig. 5 shows an example of NRZI decoding.

B. Eavesdropping with a Commodity Software Radio
We built an eavesdropper using the Universal Software

Radio Peripheral (USRP) in concert with the open source GNU
Radio libraries. For the initial analysis in Section III-A, we
simply used programs included with GNU Radio to capture
and store received radio signals, then wrote code in Matlab
and Perl to analyze those signals. To eavesdrop in real time,
we integrated the necessary functions back into the C++ and
Python framework of GNU Radio. This section describes the
eavesdropping process in detail and shows the results of our
passive attacks.

Establishing a transaction timeline. Our first step toward
understanding where and when to eavesdrop was to establish
a timeline for bidirectional conversations between the ICD
and the programmer; this timeline is shown in Fig. 4. We
established the timeline by interacting with the programmer
and capturing programmer and ICD transmissions on an
oscilloscope. We did not need to decipher these transmissions;
we were able to infer their meanings and some of their contents
by observing the order in which the programmer acquired
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Active Adversary
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• Methodology: 

• Naïve replay attacks at close range

• Magnet was not required to send                              
control messages to the ICD

• Example results:

• Device Fingerprinting (ICD TX’s its metadata)

• Disclose patient data and telemetry data

• Modify patient name, ICD clock, therapy settings

• Trigger test mode that induces fibrillation
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• “Traditional approaches could introduce new hazards 
to patient safety,” e.g., botched key mgmt, power drain.

• Security Goals:

1. Prevent/Deter insider attacks (also outsider)

2. Security solution must draw “zero power”

3. “Effortless” patient detection of security-sensitive 
events as they occur
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1. 0-power notification: piezo-element harvests induced 
RF energy to beep during security-sensitive events

Evaluation: Bacon-based

2. 0-power authentication: harvest RF energy to perform 
cryptographically authenticate external programmer

3. Sensible Key Exchange: Vibration-based key distribution
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Ethical MedSec Research
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• Disclosure:

• Traditional: Notify companies of vuln’s in advance

• Occasional: Omit technical details to avoid how-to

• Trigger-Avoiding: Paper does not describe attack 
scenarios (Threat Model / Motivation is dialed down).

• Solutions-based: Possible defenses against attacks are 
immediately presented (Discard L.P.U.-based approach)
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What were your thoughts on the practicality of these 
defenses?

Zero-Power Notification

Zero-Power Authentication

Sensible Key Exchange
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What were your thoughts on the practicality of these 
defenses?

Zero-Power Notification

Zero-Power Authentication

Sensible Key Exchange
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Motivation: Money 
Approach: Fail Closed 

Medical Security Tipping Point

SECURITY MEDICAL
Motivation: Money 
Approach: Fail Open

Classic security guarantees will only become relevant 
to the medical space if and when:

CostS(Lawsuit) ⇤ PS(Lawsuit) ⇡ CostM (Lawsuit) ⇤ PM (Lawsuit)

CostS(Lawsuit) = ???
PS(Lawsuit) = ??? PM (Lawsuit) = yes

CostM (Lawsuit) = $$$
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Any other thoughts or criticisms?
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• Takes lots of “shortcuts”

• “Lazy” Attack Methodology

• “Lazy” Defense Methodology 

• Pictures of meat bags

Fig. 8. To simulate implantation in a human, we placed the WISP in a bag containing bacon and ground beef.

and omnipresent thermal noise by extracting random bits from
SRAM using the FERNS technique of Holcomb et al. [12].
Applying FERNS to 256 bytes of SRAM could yield 100 bits
of true randomness each time the SRAM is powered up. Our
work would benefit from an implementation of the memory-
as-TRNG technique on the WISP.

Evaluation. We learned from our successful attacks that
private data transmitted between our ICD and programmer
are not encrypted. We propose that cryptography be added at
least at critical junctures. Encryption of the entire conversation
would be optimal — for example, a secure channel between
programmer and ICD could prevent third-party disclosure,
replay, and many other attacks — but in the interest of mod-
ularity we consider in this paper only defensive approaches
that might be implemented with less extensive modifications to
current ICD designs. Modularity aside, if we were to propose
cryptographic extensions that required significant changes to
ICD design, it would be necessary to consider the power cost
of our proposed changes. Without detailed knowledge of the
inner workings of ICDs, however, we cannot accurately assess
the cost of adding cryptography to existing devices.

The tension between increased security and increased power
consumption can be resolved by requiring successful zero-
power authentication before the device switches to higher
power consumption modes. Our prototype shows that this
proposal is feasible for bootstrapping stronger (and possibly
mutual) authentication methods. Our prototype harvests power
from RF transmissions, performs a cryptographic authentica-
tion, and on successful authentication of a programmer, sets
a GPIO high which, if connected to or built into a real ICD,
would permit the ICD to participate in active RF communica-
tion and other higher-level protocols. This approach addresses
the risk of sleep deprivation torture described by Stajano and
Anderson [29].

Key management. This paper does not address the well-
known problem of key management. Using a shared secret
(called Km above) is reasonable for a prototype implemen-
tation, but a large-scale deployment of shared key material
— in implanted devices, hospitals, clinics, ambulances, IMD
programmers, and so on — may pose an unacceptable risk
because of the ease with which an unauthorized party could de-
crypt transmissions upon obtaining the key material. (Though
our recommendation of storing Km in secure hardware does

partially mitigate this risk under certain threat models.) The
simple scheme described above also fails to address revocation
of privilege and is therefore ill-suited to situations in which
key material might be compromised, although the proposed
system is still no less secure than the open-access model of
conventional systems. An SKEYS [9] or key-regression [6]
approach, with periodic updates of programmer keys, might
mitigate the time-window in which an attacker can use com-
promised keys while also not significantly changing the overall
model. Furthermore, the offline nature of the transactions that
must be secured — imagine an ambulance reaching an ICD
patient in a remote setting — further complicates the problem
of key management and revocation.

In the context of medical devices, security-related de-
sign choices must balance security, privacy, safety, and effi-
cacy [10]. An ideal key management scheme for this context,
which we present as an important open problem, must provide
security and support privacy without hindering the operation
of medical devices that are already known to provide safe and
effective treatments.

C. Zero-Power Sensible Key Exchange

We now present a key-distribution technique that comple-
ments both of our previous defensive techniques: distribution
of a symmetric cryptographic key over a human-perceptible
sensory channel. The primary goal is to allow the patient to
detect a key exchange while it occurs.

Approach. The programmer initiates our protocol by supply-
ing an unmodulated RF carrier signal that could power the
passive component of the IMD. The IMD then generates a
random value to be used as a session key and broadcasts
it as a modulated sound wave. The amplitude of this sound
wave is such that it can be easily received and demodulated
by a reader with a microphone in contact with the patient’s
body near the implantation site, but it cannot be heard over
background noise at any appreciable distance from the patient,
at least not without dedicated sensing equipment. The close
proximity this enforces further ensures patient awareness and
consent to the authentication attempt. Once key exchange has
been performed, RF communication can safely occur over a
longer range without fear of eavesdropping.

Evaluation. We implemented our key exchange mechanism
on the WISP using as carrier frequency the same 4 kHz

This paper, copyright the IEEE, will appear in the proceedings of the 2008 IEEE Symposium on Security and Privacy. 12

Any other thoughts or criticisms?


